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RSA Keon Ready Implementation Guide
For PKI 3" Party Applications

Aventail EX-1500
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1.Partner Information

Partner Name Aventail

Web Site http://aventail.com

Product Name EX-1500™

Version & Platform 6.4.2

Product Description The Aventail® EX-1500™ SSL VPN appliance provides your

employees, partners, and customers with secure, anywhere
access to the Web and client/server applications they need. In
addition, the Aventail EX-1500 dramatically reduces the cost of
deploying and managing your remote access VPN.
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The Aventail / RSA Keon Certificate Authority (RSA KCA) solution provides certificate based authentication for remote
users of the Aventail EX-1500. Users with private keys issued from the RSA KCA are authenticated by the Aventail
EX-1500 via the Idap protocol.
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2.Contact Information

Sales contact

Support Contact

Email info@aventail.com aventailcustomerservice@aventail.com
Phone 1.877.AVENTAIL N/A
Web www.aventail.com http://aventail.com/tech support/default.as

b

3.Product Requirements

Hardware requirements

Component Name: Aventail EX-1500

Aventail EX-1500

Version 6.4.2

YA Keon®
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4.Product Configuration

RSA Keon CA’s installable elements required for interoperability.

1. Keon CA must be configured to publish to an external repository. SunOne Directory Server v5.1
was utilized for this testing. Please refer to RSA Secured Website for information on publishing to
this and other certificate repositories. No additional installable elements were necessary to

achieve interoperability.

RSA Keon CA’s configurable elements required for interoperability

1. The jurisdiction created to achieve interoperability should include at least the following extension
profiles:
SSL Server

Basic PKIX-Compliant End-Entity

2. The external publishing values of the jurisdiction created to achieve interoperability should include
an end entity attribute of cn=uid

Partner product’s installable elements required for interoperability

1. This guide assumes you've successfully installed and configured the Aventail EX-1500 by running
the Aventail Setup Tool and have access to the Aventail Management Console (AMC). Please refer to
the appropriate administration guides for detailed instructions.
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Partner product’s configurable elements required for interoperability

1. Prepare the Aventail EX-1500 for use with an SSL Server Certificate

Generate a CSR at the AMC

3 Aventail AMG - Microsoft Internet Explorer

== %]
JEl\e Edt ‘iew Favorites Tools Help

| wBack + = v @ @ 4| ?||Links EIRSA Security €)SecurCare Online  E1fip.rsasecurity.com  E]CNN.com  E]Aljazeera Net English - Home Page
J Address I&j hiips://10. 100.51.84:844 3/conscle fconfigsSLCert.do j PG
| Googlﬁ‘vl j| #oSeachweb v | @ | BraoSblocked Eliutorl [ | Bdoptions 2

Users & Groups . N
s Ealie) S5L Configuration

[~
S e Use this page to configure Secure Sockets Layer (S5L) settings for the Aventail servers,
Metwork Settings

S5L Settings

Authentication >

Services 5SL Certificate ExtraWeb Anywhere YPN

Administrators
Apply Changes

Current Certificate
System Status
Manitaring The Aventail servers are currently configured with the following certificate:
Logang Issued to: Unlenowm

Wiew Detals... |
End-User Deployment Issued by: Unknown

Avental OnDemand valid through:

Personal Links Unknawm

Import Certificate. .. Export Certificate... I

Self-signed certificate

If you want to act as your own Certificate Authority, you can create a self-signed certificate, This encrypts traffic, but does not
authenticate your identity,

Create Server Cerfificate. .. Create AMC Certificate...

Certificate Signing Request

To ohtain a certificate frorn a commercial Certificate Authority (CA], you must generate a Certificate Signing Request (CSR). When you
receive a response from the CA, you'l import it to create a certificate,

Status: Mo pending requests

Create Mew CSR.. I Innport C57 REsponse.. . |

=
& [ [ & [EE Localintranet
Click on "Create New CSR"
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]Ei\e Edit View Favorites Tools Help

Aventail AMC - Microsoft Internet Explorer
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System Configuration
Metwork Settings
55L Setkings
Authentication
Services
Adrinistrators
Apply Changes

System Status
Monitoring
Logging

End-User Deployment
Aventall OnDemand
Personal Links

Security Administration
Resources
Users & Groups
Access Control

2002-2003 Aventail Corporation

Aventail & ASAP” Management Console

Create Certificate Signing Request

Use this page to create a CSR for use in obtaining a S5L certificate from a commercial CA.

Certificate Information

The information below will be stored in the CSR and used in your S5L certificate.

This name will appear in the certificate, It will be visble to users, and must be added

.
Fully qualifed domnain name: |phEIE4.secuntydynam\cs.mm b your DN,

Organizational unit: | “our division or department, For example, MIS Dept,

L For excample, ABC Corporation, Most commercial CAs require you ko enter this
oAt an: IRSA exactly as it appears on your articles of incorporation.
Locale: | For examplz, Seattle. No abbreviations,
State: e, Mo abbreviations.

Required Field!

Country: * s
1024 bits v |

Twi-letter abbreviation only, for example, US or ALL

Key length:

Cancel |

[

|@ Done

5 Bcarwanst

Provide appropriate information and click OK.

Aventail AMC - Microsoft Internet Explorer

]Ei\e Edit View Favorites Tools Help
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|Links @IRSA Security @lSecurCare Orline  Elfip.rsasecurity.com  @ICHM.com  @]AHazeera et English - Home Page

J Address |§‘| hitps: /10, 100.51.84:844 3/conscle/createCSR.do

| @eo

| Googlevl
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Users & Groups
Access Control

System Configuration
Metwork Settings
351 Settings
Authentication
Services
Adrministrators
Apply Changes

System Status
Manitoring
Logging

End-User Deployment
Aventall OnDemand
Personal Links

1|

Certificate Signing Request il

Your C5R was successfully created. The infarmation contained in the CSR is:

Created:

Server name:

Thu Dec 11 18:37:52 GMT 2003

ph084. securitydynarmics.com
Organization

unit: Uk
Organization: RSA
Locale: Unknown
State: Ma
Country: Us
Key length: 1024 hits

Send the following CSR to your commercial C&, This is usually done by copying it and pasting it into a form on the CA's web site, See the Help for ott

-

|@ Done

5 Brcarwanst
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Cut the CSR from the page and leave on clipboard or copy to file.

4} RSA Keon CA -- PKCS #10 Request Form - Microsoft Internet Explorer ;Iﬁlil
] File Edt Vew Favorites Tools Help ﬁ
| ®Back v = v @ [8] 41| *||Links €IRSA Security €]SecurCare Orline  €lftp rsasecurity.com  E1CHN.com  E1AljazeeraNet Engish - Home Page

J Address I&j https://10. 100.50. 13fequest-phes 10 xudardomainiD=7680254e00 1déatbdSch 2 1aadb 3 7c 1c3a86 Tazdd j PG

| GOOglE"| j| BrSearchweb | g0 | Broosblocked Elruterl [ | Fdoptions 2
looks similar to this:

[

Put the text of the message here:

————— BEGIN NEW CERTIFICATE REQUERT----- :I
MIIEizCBIQIBADBNMGswWCGYDVQOGEWIVUZELMAKGALUECBMC TUEXDDAKBgNVBAOTA LTI TQTE JMCEG
2 1UEBARMacEgwoDouc2V i dXIpdH1lkeWShbWljcyS b2 0wy 2 4wDQYTKoE ThveNAQERBQAD G YWAMIGT
20GAA) 5T 1VwQP5BkUz5eewEKTLI SYFURSnDretnC+onR122WBDEXHLEBsdbdt Yax,/ WUFnbOHORNBC 1
+EZZL+Ecoc ] +nMTnEhs £ T2 8 18ynwxp/ OFdE]WIEQHa,/ 3PI3 2k T 0VIuvE 6VHo0alx 1Dx TS cwe bW
SrsHEOS 9DW2 +BC0AgY ) s TSMCAWEARARAMA NG S 58 Th3DOREEEAUAR AGBAF qSMRANMHZ f ¥ 73 /Wi
ToynEVUYEIESgBqPCuokkpx/ 1y SEBnwiowyTIwleTvAl ThRULNEFRDkORE,/ 6r5hIs iwlLD1giFEpL
Pv32CcIHOEVEPAT+HWk8XEFzPON1c1iWMs Iplihl+gvvheEMEpRILiYLE1iKNCOlgQVFMIas LnvMECcod

The request contents will be displayed after you click submit.
They will then be placed into the request queue.

| Subrrit PKCS #10 Request |

=]
&) pone [ ] |5 [BE Localintraner

At the appropriate RSA Keon CA jurisdiction, submit the csr for signing. Once submitted, save the
PKCS#7 response to a file.
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| Aventail AMC - Microsoft Internet Explorer

]Ei\e Edt View Favorites Tools Help

EIE
=

| ®Back v = > @ @) 4| >

|Links €1RSA Security  €lSecurCare Orline Elftp.rsasecurity.com  EICHM.com  €1Alazeera ket English - Home Page

J Address I@ https://10. 100.51.84:844 3/consclefimportCSRCert.do

j fede)

| Googlr| j| BrSearchweb | g0 | Broosblocked Elruterl [ | Fdoptions 2

Aventail & ASAP’ Management Console

Security Administration
Resources
Users & Groups
Access Control

Import CSR Certificate

System Configuration

S5L Settings
Authentication
Services
Administrators

apply Changes Certificate file: Lritydynamics.com.p? - Browse... I
System Status Cancel

Manitoring
Logaing

End-User Deployment
Avental OnDemand
Personal Links

2002-2003 Aventail Corporation

oY Multiple admiristrator sessions ™21 Pending configuration changes

Metwork Settings Use this page to import a certificate from a commercial Certificate Authority (CA).

[

|Q]Done
Import the PKCS#7 response at the AMC. Click OK.

YA Keon®
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4R Aventail AMC - Microsoft Intermet Explorer

]Ei\e Edt View Favorites Tools Help

=15 %]

S5L Settings
Authentication
Services

End-User Deployment
Aventail OnDemand Issued by: PE Lab

e s valid through: Mon Sep 18 18:36:15 GMT 2006

Import Certificate. .. I Export Certificate...

Adrinistrators 551 Certificate Extra¥veb Anywhere YPN
Apply Changes
System Status Current Certificate
Manitoring
Logaing The Aventail servers are currently configured with the following certificate:
Issued to: phi084 . securitydynarnics. com

iew Details., .,

Self-signed certificate

authenticate your identity,

If you want to act as your own Certificate Authority, you can create a self-signed certificate, This encrypts traffic, but does not

Create Server Cerfificate. .. Create AMC Certificate...

Certificate Signing Request

Status: Mo pending requests

Create Mew CSR... It C57 REspomse.. .

To obtain a certificate from a commercial Certificate Authority (CA), you must generate a Certificate Signing Request (CSR). When you
receive a response from the CA, you'l import it to create a certificate,

2002-2003 Aventail Corporation

|@ Done

T8 B ecarmane:

| ®Back v = ~ @ [ 41| *||Links €IRSA Security €]SecurCare Orline  €lftp rsasecurity.com  E1CNN.com  E1AlazeeraNet Engish - Home Page
| adidress [&) https://10. 100.51.84:8443/console/corfigssL Cert.do ~| @0
| Gcoglev| j| fRsearchweb v | § | BaoSblocked Eeutorl [ | Bdoptions 2
Metwork Settings Use this page To configure Secure Sockets Laver Setngs Tar B Aventadll Servers, :I

This RSA Keon CA server certificate is now installed and will be used to create an SSL connection.

2. Ensure proper Roots files are loaded on the appliance.
e The ca.cert file in the /usr/local/aventail/etc should contain any roots keys from CAs that

issued certificates to users who authenticate using client certificates.

e The Idapca.cert file in /usr/local/aventail/etcshould contain any roots keys from CAs that
that issued SSL certificates used on back-end LDAP servers accessed using secure LDAP

(LDAPS).

e The backendca.cert file in /usr/local/extraweb/etc should contain any roots keys from CAs
that issued SSL certificates in use on the back-end secure Web servers (HTTPS) managed

by ExtraWeb server.

NOTE - Detailed information can be found regarding these files in the EX-15000

Administration and Installation Guide.

3. Configure Aventail EX-1500 for Client Certificate Auth SSL

Note - Before configuring this authentication method, it may be a good idea to ensure that users are
able to authenticate using LDAP Username/Password before attempting to authenticate with a cert.

Detailed instructions on this authentication method can be found in the Aventail EX-1500

Installation and Administration Guide.

Aventail refers to this authentication method as LDAP with Digital Certificates. Detailed instructions
on the configuration of this authentication type can be found in the Aventail EX-1500 Installation

and Administration Guide.

YA Keon®
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The following screenshot is a sample configuration for this authentication method as entered into

the AMC.

Security Administration
Resources

Users 8 Groups
Access Control

System Configuration
Metwiark Settings

Help ﬁ,_‘-‘LDgDut
hd

Configure LDAP Authentication

Use this page to configure authenfication setfings for an LDAP server.

S5L Settings . ! .
Authentication Credential bype: Digital Certificates
Services Y
Administrators Name: ID\gCer’t
Apply Changes
Description: I
System Status
Monitoring
Logging _
General
End-User Deployment
Aventail OnDernand
ReEERE 5 Roots file: View roots file details

Maximum chain length:

LD AP

LDAP server ot

=

IpsOSl.securitydynamics.com

Login DM Iuid:aventail,c:us
Password: I
Search base: * c=Us

Matching LDAP Attributes

Attribute mapping: Icm:uwd
Certificate atiribute: i IuserCerU ficate
Group attribute: I

l_ Fast groups

Advanced

l_ Enable LDAP referrals

Server Hmeout: |60 seconds

LDAP over SSL

l_ Use S5L to secure LDAP connection

SSL roots file: View SSL roofs file defails

I_ Match certificate Oh against LOAP server name

Maxd mum chain length: I2 'I
oK | Carcell
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5.Product Operation

RSA Keon CA operational elements

Certificates presented to the Aventail EX-1500 are extracted from the local Cryptographic Service
Provider (CSP). As such, RSA SecurlD Passage was used to store the private key and present it for
successful authentication. Although RSA SecurlD Passage is mentioned in this document, integration is
actually achieved through the browser on the local PC. Please refer to
http://www.rsasecurity.com/support for supported browsers.

The private key is then presented to the EX-1500 where it is presented to the certificate repository and
checked against the public key information. The EX-1500 will search for the appropriate uid for the user.
Please ensure the jurisdiction has the end entity attribute of cn=uid (see section 4).
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6. Certification Checklist for 3" Party Applications

Date Tested: Jan 5, 2004

Product Tested Version
RSA Keon Certificate Authority 6.5.1
RSA Keon Web Passport N/A
RSA SecurlD Passage 351
Aventail EX-1500 6.4.2
Test Case Result
Certificate Enrollment
P10 Certificate Request P
P7 Response installed correctly P
CMP Certificate Request N/A
CMP Response installed correctly N/A
SCEP Certificate Request N/A
SCEP Response installed correctly N/A
Import Certificate
Import PKCS#12 envelope N/A
Import via cut & paste N/A
Install Root Certificate via cut/paste P
Install SubCA Certificate via cut/paste P
Install Root Certificate via SCEP N/A
Install SUbCA Certificate via SCEP N/A
Verify Certificate chain is installed P
Certificate Usage Sign Encrypt SSL
SIMIME N/A N/A
Document and Files N/A N/A
SSL Client Authentication P
LDAP Support
Name lookup N/A
Certificate retrieval N/A
Status Check of Certificate OCSP CRL Other
Success with a valid certificate N/A N/A N/A
Fails with a revoked certificate N/A N/A N/A
Fails with a suspended certificate N/A N/A N/A
Pass with a re-instated certificate N/A N/A N/A
RSA Keon Web Passport / RSA SecurlD Passage Support Passage KWP
Access certificates via MS CAPI (Internet Explorer) | P | [ NA ]

JRV

*P=Pass or Yes F=Fail

YA Keon®

N/A=Non-available function
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7.Known Issues

There are no known issues with this implementation.
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