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Partner Information

Product Information

Partner Name

Juniper Networks

Web Site Www.juniper.net
Product Name Netscreen SSL VPNs
Version & Platform 41.1

Product Description

Juniper Networks Netscreen SSL VPNs are based on the Instant
Virtual Extranet (IVE) platform, which uses SSL, the security
protocol found in all standard Web browsers. The use of SSL
eliminates the need for client software deployment, changes to
internal servers, and costly ongoing maintenance and desktop
support. Juniper Networks SSL VPN appliances combine the
overall category benefit of a lower total cost of ownership compared
to traditional solutions, with unique end-to-end security features.
Dynamic access privilege management adds granular access
control for each user and for each resource.

Product Category

Perimeter Defense (Firewalls, VPNs & Intrusion Detection)
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http://www.juniper.net/

Solution Summary

Juniper Networks NetScreen-RA/SA Series of SSL VPNs uses RSA Keon digital certificates to establish credentials
and secure IVE session transactions. When validating users with CA certificates, the SSL VPN checks that the
certificate is not expired or corrupt and that the certificate is signed by a CA that is recognized by the SSL VPN. If the
CA certificate is chained the SSL VPN also follows the chain of issuers until it reaches the root CA, checking the
validity of each issuer as it goes. The SSL VPN can also be configured to use Certificate Revocation lists to validate

certificates.

Product Requirements

Partner Product Requirements: Juniper Networks SSL VPN

Firmware Version

4.1.1

EETAY Keon®
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Product Configuration

A. Import aroot certificate

1. Retrieve the root certificate from the RSA Keon Certificate Authority and save it the PC that you
are managing the Juniper Networks SSL VPN from.

2. From the Administrator console, navigate to System > Configuration > Certificates > CA
Certificate tab.

entral Manager Help | Sign Out

— System
status Configuration

Configuration

Metwork

Clustering

Log/Manitoring
Signing In

o G Users can be required to present valid client-side certificates to sign in (see Users Authentication page). Specify the root certificate authority used

Authentication to validate client-side certificates.

lzgation

[ Irmport CA Certificate ] [ Delete ]

entral Manager Help | Sign Out
- System
Status = Configuration > CA Certificates =
canfiguration  +| 1M port CA Certificate
Metwark 3
Clustering *| Certificate file
.
-

Log/Monitaring

Import from: |C:\Documents and Sethnﬂi Browse. ]

Signing In

= Administrators

Authentication Import CA certificate?
Delegation
= Users
Import Certificate

Authentication

4. Browse to the location where the Root CA Certificate was saved in step 1 above and click Import
Certificate.

5. You should receive confirmation that the CA Certificate has been successfully imported.
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B. Request a server certificate

1. Torequest a new certificate, from the menu in the left hand pane of the Administrator console,
navigate to System > Configuration > Certificates > Server Certificates.

Click the button for New CSR. This will open a New Certificate Signing Request.
Enter the appropriate information for your device (Common Name, etc).
As requested, enter random data to augment the system's random key generator.

entral Manager - Certificates - Microsoft Internet Explorer

i Fle Edt Wew Favortes Tools Help i Links ﬂ'

i Address |@ https:/f10,100,51,91/dana-adminjcert/admincertnewcst  coirdeletecsr=fselected CSRIds= v| Go

uniper’

Central Manager Help | Sign Out

= System
e o | configurstion >
configuration »| NewW Certificate Signing Request
Metwark 13
Clustering +| Use this page to create a new Certificate Signing Request {CSR) to send to your Certificate Authority of choice.
Log/Monitoring
Signing In ' Common Mame: PHOG
= Administrators (e.g.. secure,comnpany.com]
Authentication Organization Name: |RSA |
(e.g., Company Inc )
Delegation - UG 0
rg. Unit Name:
= T855 (2.2, IT Group) |PESUB |
I (.
Roles (e.g., SomeCity) Bediord
New User State (fully spelled out):
Country {2 letter code):
f| country
iles v
SaM | Email Address: |p9120@p9026.securitydynamics Corm
Telnet/ssH v

Win Term Svos »

Network Gannect | plaase enter some random characters to augment the system's random key generator,

Mestings we recammend that you enter approximately twenty characters.
EralEcllent Random Data:

Forad o by aanaraton)

System g

ImportExport Create CSR
Push Config

Archiving g

Troubleshoating »

Licensed to RSA - Mot For Resale JuniperWwoul Net
Copyright @ 2001-2004 Juniper Netwarks, Inc. All rights reserved,

a =] 9 Local intranet
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5. Click the Create CSR button. You should now see your Certificate Signing Request.

entral Manager - Certificates - Microsoft Internet Explorer

i Fle Edt Wew Favortes Tools  Help iLinks ¥ ﬂ.

i Address |a https:/f10,100,51,91/dana-admin/cert/admincertcst, caitnewesr=1Bcsr Id=C5R_4 v| Go

. s 3
uniper
TWORKS
tentral Manager Help | Sign Out
i system
Status +| @) csR crasted succassfully
Conﬂg:ration "I ¥our CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority,
Networl 13
Cmitgrin_g "' The certificats approval process may take several days, When you receive the signed certificate from the Certificate Authority, you will need to
LeafManitering *| oot the certificate to complste this process.
signing In ,

= Administrators

T Configuration >
uthentication : . L
Pending Certificate Signing Request

i Users

— CSR Details A

Authentication =
Cornrnon Mama: PHOSL
Roles
Created: 2/4/2005 10:45:53
Mew User
Org. Hamea: RSA Locality: Bedford
= N Org. Unit Name: PESUE State:  MA
|E Ernail Address:  ps120@ps026.securitydynamics.com Country:US
hrle) ' Key Size: 1024 bits
SAM 3
Telnet/ssH v
wiin Term swes  »| Back to Server Certificates
Metwork Connectr
Maetings Step 1. Send CSR to Certificate Authority for signing
Email Cliant To send the CSR to a Certificate Authority {(CA), you need to copy the encoded text below, including the BEGIN and END lines, and submit
it to the CaA in one of the following ways:

Systern B
ImpordExport » Save the text as a .cert file and attach it to an email message to the CA
Push Config = Paste the text into an emall message to the CA i
Archiving " = Paste the text into a Web form provided by the Ca

Troubleshoaoting »

Mote: Manage the CSR process carefully, If you submit more than one CSR to a CA, you may be billed for each CSR.

1
1
1
1
|

=]
]
@
=
=
2]
]
w
&1
=
=
=
5]
=
a1
=]
]
=
[=]
=]
=
w0
=1
i
1
1
1
i

MIIBzDCCATUCAQAWYYSKCz A BgVEBATTALVTHOswCOYDVOQIEwINQTE QN A4GALITUE
BxMHOw Wk ZmS w ZDEOMAwG A1 UECx MF DEVTV U Ix DD AKRGNWE Lo TATJ TQTEOMAWGAITIE
AxMFUEgwOTEx Lz At BagkaqhkiGOwOBCOEWIHEzMT IWQHEzMD I2LnN 1 ¥3VyaXRaZH1u
YTH1p¥3Mu¥29tMIGEMAOGCSyGS Ih3DQERAQUAR4GNADCEIQEEQD P/ A Zf weoPVRQ

<

£

a Done =] ‘a Local intranet

6. Copy the encoded text, including the BEGIN and END lines and use it to make a PKCS#10
Certificate Request to the RSA Keon Certificate Authority.

7. When you receive your certificate, copy the certificate, being careful to include the Begin
Certificate and End Certificate delimiters, and paste it into a text editor such as Notepad. Save
the file as <certificatename>.cer (where certificatename is the Common Name of your SSL VPN).

8. From the Administrator Console, navigate to System > Configuration > Certificates > Server
Certificates and click on the link to the Pending CRS request you made under Certificate Signing
Requests.

[ MewCSR.. |[ Delete... |

Certificate Signing Requests Created
[ pending CSR for PHO91 2/4/2005 10:45:53
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9. Click the Browse button under Import signed certificate and select the file for the server

certificate you created in step 7.
10. Click Import.

UGSILZYF 1B ThobhVHIOVSHN] SASTCalo0+Egut FGVAknoNE 1wSGATn 1 THo 1V p HI
FpZFECYlpWuURIy7IISs IKMMRgwe,/ OCROUGDy9UFK1es1UINS 11/ HNI yoS ApOkE 1
lrxx3QfmvxudTn/ EVeMpGyi3CanSE lvu7173LgyG0Toe=

Step 2. Import signed certificate

When you receive the signed certificate file fram the C4, select it below and click Import, This will add the signed certificate and remove

this pending CSR.

Signed certificate: btchue\Desklup\pth Eerl[ Browse |

_icensed to R$A - Mot For Rasale
Zopyright @ 2001-2004 Juniper Metworks, Inc. All rights reserved.

Junlpelaudfﬂet‘

[

g

| é‘ Q Local intranet
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C. Require client machines to possess a valid certificate

1. From the Administrator Console, navigate to Signing In > Authentication/Authorization
Servers.

Signing In

Sign-in Policies § Sign-in Par

Mew: | Cerificate Server IV_H Mew Server... H Delete. .. J

2. Inthe New: pull-down menu select Certificate Server and click the New Server button.

ourwers

RSAKeonCert

Mame: REAKeonCert Label to reference this server.

User Mame Template: |<cenDN.CN>

Templata for constructing user namas from certificate attributes.

The template can contain textual characters as well as variables for substitution, Variables should be enclosed in angle brackets like this <variable>
The variables are the same as those used in role mapping custom expressions and policy conditions. All of the certificate variables are available.

Exarmples:

“certDN, CH= First CH from the subject DN
<certdttrserialMumber>  Cedificate serial number
=certattr altharme Email= The Email alternate name
<certDNText> The cornplete subject DN

cert-<oertDM, CH= The text "cart-" followed by the first CH from the subject DN

i Save Changes i [Reset J

3. Enter a Name and select an appropriate User Name Template. Click Save Changes.
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4. From the Administrator Console, navigate to Users — Roles and create a role for the users that
will use certificates. Select the appropriate information for your users.

A Central Manager - Users Roles - General Overview - Microsoft Internet Explorer
Edit

Eile Wiew Favorites  Tools  Help

ddress |a https:[10.100.51,91/dana-admin/roles/overview, cgirrole=1084477026,000000.0

Central Manager Help | Sign Out
System
Status
Configuration
Hetwork
Clustering
Log/Manitaring
Signing In

Administrators

Mame: Cert

Description:

Authentication

Roles

Hew Uszar

Save Changes

web

Files

SAM

Telnet/S5H

Win Term Sves
Hetwork Connect

Hestings Session Options (Edit

i
Ernail Cliznt
i

System v

v
v
.

Options
v
. If thess setings are not specifisd by any roles assignad to the ussr, the settings specfied in Default Ootions will be ussd,
v

L

Import/Export  +| Access features

Push Canfig Check the features to enable for this user role, and specify any role-based options. Note that features disabled here may be granted by other roles assigned to
Archiving v the user,

Troublashooting +

Weh 0 Bookmarks | Optiohs
Files, Windows 0 Bookmarks | Options
[ Files, UNIX/NFS 0 Bookmarks | Optiohs

[ Secure Application Manager 0 Applications | Options
QO windows version

3

&) Java version

8 € Local intranet

5. Click the Save Changes button to save the role.

6. From the Administrator Console, navigate to Users > Authentication.




7. Click the New button to create a new Realm.

8. Enter a name for the new Realm and select the Certificate Server you created in step 2 for the
Authentication server.

New Authentication Realm

Marmne: |KeonCert MNeeded Label to reference this realm

Description:

[ when editing, start on the Role Mapping page

Servers

Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page.

Authentication server: RSAkKeonCert 4 Specify the server to use for authenticating users.
Directory/attribute server: Specify the server to use for autharization,

Save changes?

Save Changes

9. Click the Save Changes button.

10. You will now be on the Role Mapping tab. Click the New Rule button and create a rule for the
user role you created in step 4 above.

11. Click Save Changes to complete the process.

User Authentication Realms >

KeonCert Needed

authentication Policy

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

[ MNew Rule... ] [ Duplicate ] [De\ete] @ E]

» When users meet these conditions assign these roles Rule Name Stop
[0 1. usernameis "*" — Cert

When more than one role is assigned to a user:

(& Merge settings for all assigned roles
) User must select from among assigned roles

) User must select the sets of merged roles assigned by each rule

12. The SSL VPN has now been configured to require client-side certificates.
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D. Enable CRL Checking.

1. From the Administrator Console, navigate to System > Configuration > Certificates > CA
Certificates.

2. Click on the CA certificate that you want to active CRL checking for.
3. Click the CRL Checking Options button.
4. Select the appropriate options for your CRL checking policy.
The following configuration was used for testing.
Use: Manually Configure CDP
CDP URL: Idap://10.100.50.21/O0U=PESUB,0=RSA,C=US

Admin DN: cn=Directory Manager

Password="Password for Directory Manager”

| Central Manager, - Certificates - Microsoft Internet Explorer

Edit Wiew Favorites Toals  Help

ddress |a https:/f10,100,51,91/dana-adminjcert/admincacertcrloption,caifcertid=xCACert_&

N/ Juniper’

Central Manager

Help | Sign Out

i System

Configuration > CA Certificates > PEsubCa >

Status v
configurstion  +| CRL Checking Options
Hetwork B
Clustering +| Specify the CRL distribution point(s) from which to download the CRL, as well as how often to download.
Log/Monitaring  +

B

CRL Distribution Points (CDP)

Signing In

= Administrators

Authentication Use: |Manually configured COP ~
Delzgation
Specify 3 HTTP or LDAP-basad CDP, and an optional backup CDP if the primary COP is not accessible, If the CDP raquires authentication, enter the appropriate

=l Users

credentials as well.

Authentication

Roles Primary CDP
New User o
i Resource Policies CDP URL: |Idap:/10.100 50 21/0U=PESUB,0=REA, C=US
Wb ’ HTTP example:
e 5 http:/fseruer domain. corn 839/ damainca se rer. ol
LDAP example:
SAM L Idap#/ldap. domain, com: 6000/ CH=Idap, GN=CDP, CN=Public Key Services,CH=Services,ON=Configuration, Do =domain,DG=cam?
Telnet/35H v certificateR svocationList?base?obje bl ass =CriDistributionP oint
MR- SEEs =1 Adrmin DMN: ‘cn=Directory Manager ‘ (LDAP anly)
Hetwork Connect »
Password: ‘--“““ ‘ (LDAP anly)

Meetings

Ermail Client

Systamn R
ImporyExport  + COP URL: |
push Config
Archiving v Admin DN: ‘ ‘ (LDAP anly)
ol -
] Password: ‘ ‘ (LDAP only)
Options
3 _ Mote that GRLs can alse specify 2 time to be updated, CRLs are downloaded based on that time or the
CRL Download Frequency: s (A=EERIED) e et i ok e estesoi it
Save Changes?
&

@ Dane é Q Local intranet

5. Click Save Changes.
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6. You should now see that the CRL has been downloaded to the SSL VPN.

Certificate revocation lists (CRL) are used to wverify the ongoing validity of client-zide certificates, and are obtained from CRL distribution paints (CDP), To enable CRL
checking, click CRL Checking @ptions, and specify the options.

[ CRL Checking Options ... ] [ Update MNow ]
Enable CRL distribution points ~~~~ otatus LastUpdated  Mest Update
Idap:/f10.100.50. 21/ OU=PESUE,O=RSA,C=US OK: 1KB, 1 Z005/02/04 16:48:49 2005/02/04 20:329:51
Success, new CRL revocations [Save CRL..]

E. User certificate

1. Have the users enroll to the RSA Keon Certificate Authority using the SSL Client certificate profile
with any additional attributes that are required.
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Product Operation

Partner gateway’s operational elements

1. When a user connects to the Juniper SSL VPN via an Internet browser, have them select the

Realm specified to require certificates.

A Instant Virtual Extranet - Microsoft Internet Explorer

© File Edit  Wiew Favarites Tools  Help

i Google |

uniper’

ETWORKS

Welcome to the

Instant Virtual Extranet

Password | |

Realm

Username | | Please sign in to begin your secure session,

QBack ~ O - [# [ o Osearch TrFavortes @Meda € - 5 @l D& 3 : Links »
i Address @ https:/f10,100,51.91{dana-na/authjurl_defaultfwelcome, cgi V| Go
~ | fi searchweb ~ g3 Earziblocked fE suerl B Options 4" D

a Done

5 ﬁ Local inkranet

2. Then click Sign In and they will be asked to select a certificate. Select the appropriate certificate

and click OK.

Client Authentication

— ldentification

Select the certificate to uze when connecting.

& The Web site you want to view requests identification,

badtest
SER

More Info... | EiewCertificate...l

o]

Cancel |

EETAY Keon®
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3. Ifitis a successful authentication the user will be connect to the SSL VPN.

23 Instant Virtual Extranet - Home - Microsoft Internet Explorer
Edit

File Yiew .
Qback - O - ¥ @) o Psearch rFavorites @Meda £ | (2- 4 Bl L E 3 ;Links »

¢ fddress |€ https:/f10,100,51,91 /danafhome/index. cgi

: Google - v| @psearchweb - §3  Ehaveiblocked E cucrl ) B options 0
¥ . o

@ uniper

= = NETWORKS

Favorites  Tools  Help

Help | Sign Out

Ermssing Bookmarks | weicome to the Instant virtual Extranat
¥ Bockmarks
I Windows Files Browse Web
System
Address:  http:# |[ Browse ]
[ Prafarences

Type Web Bookmarks | Sort... | | Add Wweb Bookrmark...

Type Folder Bookmarks

Licensed to RSA - Mot For Resale Junipertyou?Y Net.
Copyright @ 2Z001-2004 Juniper Metwarks, Inc All rights reserved,

ﬁ é “a Local intranet

ol

4. If itis an unsuccessful authentication the user will be denied.

icrosoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help .?
@ack » 0 [¥ (2 @n Pseach o Favorites @ mMeda £ (0 0 B )@ 3 : Links i
i Address @ https:ff10,100.51.91/dana-nafauthjurl_default/welcome  cgizp=wrong-cert V| Go
: Google - v| Bpcearchweb - §2 Ehsv2iblocked | cuerl B d options 40 B R

Welcome to the

Instant Virtual Extranet

Your client-side certificate is invalid. Please contact your system administrator.

Usernarme l:l Please sign in to begin your secure session.
Realm KeonCert Needed v

£

@ Done é ‘a Local intranet
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!

Certification Checklist for 3™ Party Applications

Date Tested: February 4, 2005

Product Operating System Tested Version

RSA Keon Certificate Authority Windows 6.5.1

Juniper Networks SSL VPN Netscreen-SA-3020 411

Test Case Results
Certificate Enrollment

P10 Certificate Request W
P7 Response installed correctly W
CMP Certificate Request N/A
CMP Response installed correctly N/A
SCEP Certificate Request N/A
SCEP Response installed correctly N/A
Import Certificate

Import PKCS#12 envelope N/A
Import via cut & paste N/A
Install Root Certificate via cut/paste W
Install SubCA Certificate via cut/paste W
Install Root Certificate via SCEP N/A
Install SUbCA Certificate via SCEP N/A
Verify Certificate chain is installed W
Certificate Usage Sign Encrypt SSL
S/IMIME N/A N/A

Document and Files N/A N/A

SSL Client Authentication v
LDAP Support Results
Name lookup N/A
Certificate retrieval N/A
Status Check of Certificate OCSP CRL Other
Success with a valid certificate N/A W N/A
Fails with a revoked certificate N/A W N/A
Fails with a suspended certificate N/A v N/A
Pass with a re-instated certificate N/A W N/A
RSA Keon Web Passport / RSA Sign-On Manager KWP SOM
Access certificates via MS CAPI (Internet Explorer) | N/A | [ NnA ]

SWA

+/ = Pass .~ = Fail N/A = Non-Available Function

EETAY Keon®
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