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Partner Information 

Product Information 
Partner Name Juniper Networks 
Web Site www.juniper.net
Product Name Netscreen SSL VPNs 
Version & Platform 4.1.1 
Product Description Juniper Networks Netscreen SSL VPNs are based on the Instant 

Virtual Extranet (IVE) platform, which uses SSL, the security 
protocol found in all standard Web browsers. The use of SSL 
eliminates the need for client software deployment, changes to 
internal servers, and costly ongoing maintenance and desktop 
support. Juniper Networks SSL VPN appliances combine the 
overall category benefit of a lower total cost of ownership compared 
to traditional solutions, with unique end-to-end security features. 
Dynamic access privilege management adds granular access 
control for each user and for each resource. 

Product Category Perimeter Defense (Firewalls, VPNs & Intrusion Detection) 
 
 
 
 

 
 
 
 
 

 

 
Page: 1 

http://www.juniper.net/


 
Page: 2 

Solution Summary 

Juniper Networks NetScreen-RA/SA Series of SSL VPNs uses RSA Keon digital certificates to establish credentials 
and secure IVE session transactions.  When validating users with CA certificates, the SSL VPN checks that the 
certificate is not expired or corrupt and that the certificate is signed by a CA that is recognized by the SSL VPN. If the 
CA certificate is chained the SSL VPN also follows the chain of issuers until it reaches the root CA, checking the 
validity of each issuer as it goes.  The SSL VPN can also be configured to use Certificate Revocation lists to validate 
certificates. 

 

Product Requirements 

Partner Product Requirements: Juniper Networks SSL VPN 
Firmware Version 4.1.1 
  

 



Product Configuration 

A. Import a root certificate 
1. Retrieve the root certificate from the RSA Keon Certificate Authority and save it the PC that you 

are managing the Juniper Networks SSL VPN from. 

2. From the Administrator console, navigate to System > Configuration > Certificates > CA 
Certificate tab. 

 
3. Click on the Import CA Certificate button. 

 
4. Browse to the location where the Root CA Certificate was saved in step 1 above and click Import 

Certificate. 

5. You should receive confirmation that the CA Certificate has been successfully imported. 
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B. Request a server certificate 

1. To request a new certificate, from the menu in the left hand pane of the Administrator console, 
navigate to System > Configuration > Certificates > Server Certificates. 

2. Click the button for New CSR.  This will open a New Certificate Signing Request. 

3. Enter the appropriate information for your device (Common Name, etc). 

4. As requested, enter random data to augment the system's random key generator. 
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5. Click the Create CSR button.  You should now see your Certificate Signing Request. 

 
6. Copy the encoded text, including the BEGIN and END lines and use it to make a PKCS#10 

Certificate Request to the RSA Keon Certificate Authority. 

7. When you receive your certificate, copy the certificate, being careful to include the Begin 
Certificate and End Certificate delimiters, and paste it into a text editor such as Notepad.  Save 
the file as <certificatename>.cer (where certificatename is the Common Name of your SSL VPN). 

8. From the Administrator Console, navigate to System > Configuration > Certificates > Server 
Certificates and click on the link to the Pending CRS request you made under Certificate Signing 
Requests.  
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9. Click the Browse button under Import signed certificate and select the file for the server 
certificate you created in step 7. 

10. Click Import. 
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C. Require client machines to possess a valid certificate 
1. From the Administrator Console, navigate to Signing In > Authentication/Authorization 

Servers. 

 

 
 

2. In the New: pull-down menu select Certificate Server and click the New Server button. 

 

 
 

3. Enter a Name and select an appropriate User Name Template.  Click Save Changes. 
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4. From the Administrator Console, navigate to Users – Roles and create a role for the users that 
will use certificates.  Select the appropriate information for your users. 

 
5. Click the Save Changes button to save the role. 

6. From the Administrator Console, navigate to Users > Authentication.   
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7. Click the New button to create a new Realm. 

8. Enter a name for the new Realm and select the Certificate Server you created in step 2 for the 
Authentication server. 

 
9. Click the Save Changes button. 
 
10. You will now be on the Role Mapping tab.  Click the New Rule button and create a rule for the 

user role you created in step 4 above.   
 

11. Click Save Changes to complete the process. 

 
12. The SSL VPN has now been configured to require client-side certificates. 
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D. Enable CRL Checking. 

1. From the Administrator Console, navigate to System > Configuration > Certificates > CA 
Certificates. 

2. Click on the CA certificate that you want to active CRL checking for. 

3. Click the CRL Checking Options button. 

4. Select the appropriate options for your CRL checking policy. 

The following configuration was used for testing. 

Use: Manually Configure CDP 

CDP URL: ldap://10.100.50.21/OU=PESUB,O=RSA,C=US 

Admin DN: cn=Directory Manager 

Password=”Password for Directory Manager” 

  

5. Click Save Changes. 
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6. You should now see that the CRL has been downloaded to the SSL VPN. 

 

E. User certificate 

1. Have the users enroll to the RSA Keon Certificate Authority using the SSL Client certificate profile 
with any additional attributes that are required. 
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Product Operation 

Partner gateway’s operational elements 
1. When a user connects to the Juniper SSL VPN via an Internet browser, have them select the 

Realm specified to require certificates. 

 

2. Then click Sign In and they will be asked to select a certificate.  Select the appropriate certificate 
and click OK.   
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3. If it is a successful authentication the user will be connect to the SSL VPN. 

 

4. If it is an unsuccessful authentication the user will be denied. 
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Certification Checklist for 3rd Party Applications 

Date Tested: February 4, 2005 

Product Operating System Tested Version 
RSA Keon Certificate Authority Windows  6.5.1 
Juniper Networks SSL VPN  Netscreen-SA-3020 4.1.1 
   

 
Test Case  Results  
    
Certificate Enrollment    
P10 Certificate Request    
P7 Response installed correctly    
CMP Certificate Request  N/A  
CMP Response installed correctly  N/A  
SCEP Certificate Request  N/A  
SCEP Response installed correctly  N/A  
    
Import Certificate    
Import PKCS#12 envelope  N/A  
Import via cut & paste  N/A  
Install Root Certificate via cut/paste    
Install SubCA Certificate via cut/paste    
Install Root Certificate via SCEP  N/A  
Install SubCA Certificate via SCEP  N/A  
Verify Certificate chain is installed    

    
Certificate Usage  Sign  Encrypt  SSL  
S/MIME  N/A  N/A    
Document and Files  N/A  N/A    
SSL Client Authentication        

    
LDAP Support  Results  
Name lookup   N/A  
Certificate retrieval  N/A  

    
Status Check of Certificate  OCSP  CRL  Other  
Success with a valid certificate   N/A    N/A  
Fails with a revoked certificate  N/A    N/A  
Fails with a suspended certificate  N/A    N/A  
Pass with a re-instated certificate  N/A    N/A  

    
RSA Keon Web Passport / RSA Sign-On Manager KWP  SOM  
Access certificates via MS CAPI (Internet Explorer) N/A  N/A  
    
SWA  = Pass   = Fail  N/A = Non-Available Function
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