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Partner Information

Product Information

Partner Name PGP

Web Site Www.pgp.com
Product Name PGP Desktop
Version & Platform 9.8

PGP WDE (Whole Disk Encryption) provides comprehensive, non-stop
disk encryption, enabling quick, cost-effective protection for data on PCs,
laptops, and removable media. The encrypted data is continuously
safeguarded from unauthorized access, providing strong security for
intellectual property, customer and partner data, and corporate brand
equity.

Product Description

Product Category Disk/File Encryption
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Solution Summary

RSA Authenticators and PGP WDE combine seamlessly to provide end-users with a single form factor for
laptop and desktop encryption. The PGP solution provides end-users with Preboot authentication, file
and disk encryption and Outlook mail encryption for PGP/MIME messages.

Partner Integration Overview
Interoperable through RSA Authentication Client Y
Pre-Boot Authentication Y
If Pre-Boot, which tokens are supported? SD800
S > — > &w
<>--------- > —>
B =~

—————>» PGP Encryption
------ » Unencrypted

Comprehensive defense for local and remote media.
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Product Configuration for Interoperability

Interoperability between the RSA Authenticators and PGP WDE requires the installation of the RSA
Authentication Client and PGP WDE.
Before You Begin

This section provides instructions for integrating the RSA Authenticators with PGP Whole Disk
Encryption. The document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All vendor products/components must be installed and working prior to the integration. Perform the
necessary tests to confirm that this is true before proceeding.

RSA Authenticator Configuration

Before attempting the PGP WDE installation, please ensure you have properly installed the correct RSA
Authenticator client. Please consult the appropriate RSA documentation for client installation details.
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Provision the RSA Authenticator

1. Open the PGP Desktop Whole Disk Encryption console and create a new PGP Key.

Import.
Ext

@ PGP Zip « |

EI ew Yirtual Disk.
{87 Encrypt Whole Disk

2. If the correct option is selected the following screen is displayed. Insure that the check box is selected next to the
text “Generate Key on Token:”

PGP Key Generation Assistant

PGP Key Generation Assistant
P G|~ [lagkiop

Key Generation

K
™ Global Directory
A
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3. Leave the default settings and click the Next button.

PGP Key Generation Assistant

Name and Email -Aséignment'

P G P laskiop

Key Generation

primary Emais |

Click Advanced for mare key settings.,

<Back . Next > | Cancel | Help

4. Select the Yes button to continue without entering an email address.

PGP Information ) f x|

= In u:lrder ko také. ad‘;rantage af F'GF‘s En‘rall |ntagrat|mfeal:uras
1 fand so others can find ':ﬂjur kw} itfs strﬂrughf adwsed that you
enter an email address.

Conkinue w'rtlmut-ient‘erhwg_aniﬁma'd address?
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5. Select the Next button to create the passphrase, after selecting the Next button you will be prompted to enter the
security code for the token.

PGP Key Generation Assistant -

Create Passphrase

P/ &|P | Jlaskin . 5 . . . :
IJ four private key will be protected by the built-in authentication mechanism of your
smartcard, :

Key Generation - e e G e e o
Please authenticate to the smartcard when prompted to do so by the smartcard
driver *soFt\jya_r_e_.

<ok [(mers | camel | wep |

6. Once you have entered the security code for the token, PGP starts to generate the key and write it to the token.

PGP Key Generation Assistank -

‘Key Generation Progress

P & P laskiop

Some of the following steps may require several minutes to complste.

Key Generation Key generation steps:
P Generating Key
Generating Subkey(s)

Current status: 'G.enera.timg Key
I (1T
verall progress;

]

< Back. Mext I Cancel Help
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7.

8.

PGP Key Generation Assistant

Upon completion of the key generation select Next.

Keyﬂarraraﬁm 'l:'-.'rog_ress--

P G P laskiop

Key Generation

< Back. e

PGP Desktop - Encrypt Yhole Disk
Ele Edi View ook Dsk Help

e i |
% PGP Keys v
%g all Keys

! Smarkcard Keys
& My Private Keys
o\ Search For Keys

ﬁ Email this Key

{ @ PGP Messaging 4

hole Disk or Partition

{ PGP Zip . :

| T8 PGP Disk

1 ew Virtual Disk
& Encrypt Whole Disk

{ PGP NetShare <

Skip the option for Global Directory Assistant and proceed to encrypting the disk. Select PGP Disk from the PGP
Desktop and select Encrypt Whole Disk or Partition.
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9. Select the Add User Key from the PGP Encrypt Whole Disk or Partition menu.

# PGP Desktop - Encrypt Whole Disk =

Eie Edit Vew Tooks Dsk Help

orkeys 50 SymcKeys

L sheedries

% PGP Keys Y Encrypt Whole Disk or Partition

T Al Keys

! Smattcard Keys
& Iy Private Keys riving
12, search for keys H ATA

H D: 9.5 GB Fixed Disk
v ATA Bus: Maxtor S1023H2

8
A

5 5e

U ez 4 verfypar zi

Select disk or partition to encrypt,

? Email this Kew

{@ . PGP Messaging L] ‘

{ @| PGP zip < I

User Access

«}

Click Mew Fassphrase User to add users

Find:

o8 Add User Key...

s Mew Passphrase User..,
e Change Passphrase. ..

. Delete User,.,

10. Add the account created and listed in the Key source list to the Keys to add.

Add Key Users

= e —-————— Q
Smartcard Keys | My Private Keys  PGPGlobal Directon:

Key source Keysto add
7% Administratar & I

Adrinistiator

1D DuAESBOD4A
Werfied Yes

Type FISA

Size 1024/1024

ADE D

1 selected) KRN

~ = : — I.

Ok ‘.).

Cancel .
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11. Once the key source has been added the account will appear in the Key to add column. Select OK to continue.

Add Key Users x|
= o ] =Y
Smartcard Keys My Private Keps. PGP Glohal Directony
Key source Keys to add
% Administrator o9 i % Administrator &
Adrministrator
1D OxAE3BCO4A
Werfied ‘Yes
Tupe RASA
Size 10241024
ADE D
{1 selected) m
i Remove |
oK Cancel

12. Select the user from the list and the Encrypt button to start the disk encryption.

# PGP Desktop - Encrypt Whole Disk = -.

File Edit View Tools Disk Help

i Newrepzo A verfy PP 2

% PGP Keys v

T Al Keys

! Smattcard Keys
& Iy Private Keys
12, search for keys

? Email this Kew

{r@_ PGP Messaging <4 ‘
{ @ PGP Zip P I

IfiL. PGP Disk

E] Mew Yirtual Disk

1 shredries

O Searchforkeys ) Syckeys

Encrypt Whole Disk or Partition

Select disk or partition to encrypt, Encryption Options

. |C:{Boot) 9.5 GB Fixed Disk
] g ATA Bus; Maxkor S1023H2

. D:9.5GB Fixed Disk e e

B %425 12 Bus: Maxtor S1023Hz T Power Falure Safoy :

[requires more time {D-erwsr,_l.lpl_]

T Mavimum CPU Usage
 [reduces time to encrypt)

User Access

Enter the username or email address of a key

| ]

ol Add User Key...

Q Administrator

s Mew Passphrase User..,
3 Chanige Passphrase...

% Delete User...

——

&
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13. Confirm the disk encryption request by selecting Yes to begin the process.

& Confirm

Encryphﬁg your disk may take anywhe =1 hurrrhve- mutes o four hours
d ; ] 5 Homes

.:Elidt't(aas',to begin this process.

PGP Whole Disk Encryption B

Yes

14. The following screen depicts the encryption of the drive.

i" PGP Desktop - Encrypt Whole Disk ,I E l

Fﬂa CEdit  ¥iew Tools D‘rsk t{a]p

-\ Sesrch for keys 0 Synckeys.

1 steedFies

% PGP Keys b Encrypt Whole Disk or Partition

@ Mew PGP le . \f’enfy PGP Zip.

%}: Al Keys

e SelBotdich o partitinn L BicRy Pt
& My Private Keys
Q Search For Keys

—___ |C:x{Boot} 9.5 GB Fixed Disk
g |70 Biis: Mactor 51025H2
= _ D:9.5 GB Fixed Disk
P 474 Bus: Maxtor 5L023H2

i Email this Kay

l @ PGP Messaging 4

{ @ PGP Zip < ‘
't;J.. PGP Disk

71 Mew Wirtual Disk: Encryption Progress

—

Encryption Options
¥ Maximum CPU Usage
[reduces time to encrupt]

T Power Failure S ataty
[requires more time bo ercrypt]

[
{ PGP NetShare 4

0,10% Complete - 10.0 MB of 35 GB encrypted - 47 minutes remaining

"EEE@ PGP Whole Disk Encryption

15. Once the disk is encrypted reboot the system. The PGP Desktop Pre-Boot environment may require you to use
the CTRL-R key sequence to access the correct login prompt to access the token.
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Certification Checklist for 3™ Party Applications

Date Tested: March 12, 2008

Tested Version

Product Operating System

RSA Authentication Client Windows XP SP2 2.00

PGP Degktop Whole Disk Windows XP SP2 9.8

Encryption

Pre-boot Authentication Result

SID800 (Combination Token) v
N/A

5200 (Smartcard w/SCR 331 reader)

DRP

/= Pass . = Fail N/A = Non-Available Function
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Known Issues

During the certification testing of the PGP Desktop Whole Disk Encryption product an issue was identified
with PKI support. The information regarding this issue has been reported to PGP and is being evaluated
by PGP. For additional information on PKI support please contact PGP.
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