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1. Partner Information

Partner Name Microsoft

Web Site http://www.microsoft.com/ISAServer

Product Name Internet Security and Acceleration (ISA) Server

Version & Platform 2004

Product Description ISA Server 2004 provides advanced protection, ease of use, and

fast and secure access for all types of networks. It is particularly
well suited for protecting networks that are running Microsoft
applications, such as Microsoft Outlook Web Access (OWA),
Microsoft Internet Information Services, Office SharePoint Portal
Server, Routing and Remote Access Service, Active Directory
services, and others.

Product Category Perimeter Defense

Microsoft

2. Contact Information

Sales Support
Phone (781) 487.6400 (800) 936.4900
Web www.microsoft.com/worldwide/ support.microsoft.com/

5 securlD* 1


http://www.microsoft.com/ISAServer
http://www.microsoft.com/worldwide/
http://support.microsoft.com/

3. Solution Summary

ISA Server 2004 contains a full-featured, application-layer-aware firewall that helps protect organizations
of all sizes from attack by both external and internal threats. ISA Server 2004 performs deep inspection
of Internet protocols such as Hypertext Transfer Protocol (HTTP), which enables it to detect many threats
that traditional firewalls cannot detect.

The integrated firewall and VPN architecture of ISA Server support stateful filtering and inspection of all
VPN traffic. The firewall also provides VPN client inspection for Microsoft Windows Server 2003-based
guarantine solutions, helping to protect networks from attacks that enter through a VPN connection. In
addition, a completely new user interface, wizards, templates, and a host of management tools help
administrators avoid common security configuration errors.

Microsoft ISA Server 2004 supports Native SecurlD API's for strong authentication to hosted web
content. While there is no built in support for RSA Security EAP authentication for VPN users, this
functionality can be added to the ISA Server by installing the RSA ACE/Agent software.

Feature Details
Authentication Methods Supported Native RSA SecurlD
RSA ACE/Agent Library Version 5.03

RSA ACE 5 Locking Yes

Replica RSA ACE/Server Support Full Replica Support
Secondary RADIUS Server Support N/A

Location of Node Secret on Client In Registry

RSA ACE/Server Agent Host Type Net OS

RSA SecurID User Specification All Users

RSA SecurID Protection of Partner Product No

Administrators

RSA Software Token Integration No

i

External Web Clients {5

Internal Metwark Protected Subnet
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4. Product Requirements

Hardware requirements

Component Name: ISA Server 2004

CPU make/speed required

550 MHz Pentium Ill or faster processor

Memory

256 megabytes (MB) of RAM or more recommended

HD space

NTFS-formatted local partition with 150 MB of available hard-disk space;
additional space required for Web cache content

Software requirements

Component Name: ISA Server 2004

Operating System

Version (Patch-level)

Windows 2000 Server

Service Pack 4

Windows Server 2003

Software Version (Patch-level)
Internet Explorer 6.0 or later
Microsoft Hot Fix Q821887 Windows 2000 Only

Note:

The ISA Server 2004 VPN functionality was tested and certified using a patched version of the RSA ACE/Agent 5.6
software. To obtain the RSA ACE/Agent 5.6.1 maintenance build, please contact RSA Security Customer Support

and reference tst00040883.

Certification Environment (As Tested)

Component Name: ISA Server 2004

Software Version

Additional Information

Windows Server 2003

Enterprise Edition (IS and RRAS Services Enabled)

ISA Server 2004

Full installation

Internet Explorer

6.0 SP1 with all patches applied

Before you begin

Before attempting the integration you should review your Security Policies related to authentication and authorization.
Once your firewall is configured for password authentication on your Web Publishing rules it is fairly simple to enable
SecurlD authentication. For information on configuring your Firewall rules, best security practices or initial
configuration of the ISA Web Listeners, Please consult your Microsoft administration documentation or training

manuals.

When configuring the ISA Server VPN Service for RSA SecurlD Authentication, it is required that you have your VPN
infrastructure configured and working with Windows Password Authentication before attempting to enable RSA
SecurlD Authentication. Making sure this functionality is working prior to attempting interoperability will assure

successful integration.
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5. RSA ACE/Server configuration

Perform the following steps to set up the ISA Server as an Agent Host within the RSA ACE/Server’s
database.

On the RSA ACE/Server computer, go to Start > Programs > RSA ACE/Server, and then Database
Administration - Host Mode.

1. Onthe Agent Host menu, choose Add Agent Host....

Edit Agent Host x|

Name: ||SASewcr2|]u4|

Network address: |1 0.21.1

Site:l Select |

Agent type: Single-Transaction Comm Server o
Net 05 Agent
NetSP Agent h

Encryption Type: © 5Dl & DES

[ Mode Secret Created
[+ Open to All Locally Known Users
[~ Search Other Realms for Unknown Users

[~ Requires Mame Lock

Group Activations... User Activations...
Secondary Nodes... Delete Agent Host
Edit Agent Host Extension Data... AssignfChange Encryption Key...
Assign Acting Servers... Create Node Secret File...

0K I Cancell Help |

In Name, type the hostname of the ISA Server.

In Network address, type the IP address of the ISA Server.

For Agent Type, select NET OS.

Under Secondary Nodes, define all hostname/IP addresses that resolve to the ISA
Server.

O O0OO0O0

Note: Itis important that all hostname and IP addresses resolve to each other. Please reference the
RSA ACE/Server documentation for detailed information on this and other configuration parameters
within this screen. Subsequently, you can also select the ‘Help’ button at the bottom of the screen.
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6. Partner RSA ACE/Agent configuration

This section provides instructions for integrating the ISA Server with RSA SecurlD. This document is not
intended to suggest optimum installations or configurations. It is assumed that the reader has both
working knowledge of the two products to perform the tasks outlined in this section and access to the
documentation for both in order to install the required software components.

All products/components need to be installed and working prior to this integration. Perform the necessary
tests to confirm that this is true before proceeding.

Configuration of ISA Server 2004 Web Listeners

Once you have configured the ISA Server as an Agent Host within RSA ACE/Server’s Database
Administration, you must perform the following steps to configure ISA for RSA SecurlD authentication.

e Configure and test connectivity between the RSA ACE/Server and ISA Server.
e Enable the SecurlD Web Filter.
e Configure a Web publishing rule for which authentication for RSA SecurlD is required.

Configure and test connectivity with the RSA ACE/Server

Microsoft has included all of the necessary API’s to allow direct integration with the RSA ACE/Server and
SecurlD authentication. No agent installation is necessary in order to achieve interoperability for Web
based authentication to the ISA Firewall protected resources.

Once you have obtained the sdconf.rec from your RSA ACE/Server the save a copy to
%windir%\System32\

The Microsoft ISA Server includes a tool which you can use to verify that there is connectivity between
the ISA Server computer and the ACE/Server computer. You can use this test client to verify
connectivity, as well as establish the “Node Secret” used for encrypting communication with the RSA
ACE/Server.

To test communication or test authentication with your RSA ACE/Server, run the sdtest.exe utility. This
utility is included in the default ISA Server 2004 installation and can be run from the ISA installation
directory as shown below.

1. From a command line, type %Path to ISA installation directory%\sdtest.exe.
N 2x]

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Qpen: I"C:\,Program Files\Microsoft IS4 ServerlSDTest, exe' j

Cancel | Browse, ., |
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2.

3.

In RSA SecurlD Authentication Information dialog box, click RSA ACE/Server Test Directly.

&3 RSA SecurID Authentication Information o ] 4|
— RS54 ACE AServer Linits — RSA ACEServers
Configuration Wersion: 12 pz037. gecunitpdynamics. com(10.100,50.37]
: [10.100.50.36)
DES Enabled: Yes (10.100.50.35]
Client Reties: &
Client Timeout: &
— RS54 ACE /Server Static [nformation——
Service:  secunid
Protocol:  wdp il | —'I
Fort Number: 5500 BER ALE /5erver Test Dreclly ]
—RSA& ACESS o] ic: Inf tion -
Server HE:;:;S;MEE et BS54 AEESemner Test By Eroqy |
Commurication: & RSA ACE /Server Status... |

In RSA SecurlD Authentication, type the User Name and the PASSCODE in appropriate

fields.

RSA SecurID Authentication I

SecorlD

| Choose Taken: [Rs4 SeculD Card =]

RS54 SecurlD Card

| Enter User Name : I.&dministratori

SecurlD card.

Enter your PASSCODE to authenticate with your

| Enter PASSCODE: I

Cancel |

4. Here is an example of the successful authentication dialog. Your initial authentication will
create the Node Secret within the Registry of your ISA Server.

RSA ACE/Agent Authentication TeSERNE |

& Authentication successful,
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Enable the SecurlD Web Filter

1. Open the ISA Server Management console.
2. Expand your ISA Server instance.

3. Right click on Firewall Policy. Choose Edit System Policy.

IE Microsoft Internet Security and Acceleration Se
EI@ PE

-2 Manitaring
2 Wirkual pri__ Refresh
-5 Canfigurs

Expork. ..
Impork, ..
Edit System Palicy...

e 3

Help

4. From the System Policy Editor select RSA SecurlD from the Authentication Services section.

5. Click “Enable” to configure the ISA Server to use SecurlD authentication.

6. Click “OK" to save your changes, restart your ISA Server to apply the changes and load the
Node Secret into the service.

System Policy Editor

Configuration Groups

General I To I

55 Network, Services
DHCP
DS

Active Directary
RADIUS

[ JWFRSA SecurlD

5 Remots Managemenkt

Terminal Server
ICMP (Ping)
25 Firewall Client

5 Diagnostic Services
ICMP

4 Logging

= Remote Monitaring

55 Authertication Services

Microsoft Managerme

Firewall Client Setup

Windows Metworking—
IMicrosoft Error Repo

RS54 SecurlD Description

¥ Enable

Remote Lagging (Mel
Remote Logaing 52

[

| 21|

o1

Cancel |

7. Within the Dashboard, Click apply to save this change to your Firewall configuration.

A

Apply

Discard

To save changes and update firewall policy, click Apply,

Note:

Once the ISA Server is configured to authenticate users with the SecurlD method, you will have to restart
your server for the ISA Firewall services to load the “Node Secret” This restart also applies when removing
and re-establishing the Node Secret with your RSA ACE/Server.
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Configure a Web publishing rule with RSA SecurID authentication

© N oo

Open the ISA Server Management console.
Expand your ISA Server instance.

Click on Firewall Policy.

From the ISA Server Dashboard Task list choose Create New Server Publishing Rule.

Toaolbaox YTasks \(Help \

Firewall Policy Tasks

“'-) Create Mew Access Ruls

-] Publish a ‘Web Server

=) Publish a Secure \Web Server
=) Publish a Mail Server

=) Create Mew Server Publishing
Rule

& Edit Selected Rule
# Delete Selected Rules

& Move Selected Rules Up
& Move Selected Rules Down

Y Disable Selected Rules

9. Enter the Name of the Web Publishing Rule.

New Web Publishing Rule Wizard

o’

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helps pou create a'Web server publishing rule.
‘“web Publishing rules map incoming client requests to the
appropriate Web site on the published ‘Web server,

“web publishing rule name:

IF\SA Secured

To continue, click Nest

< Back I est » I Cancel
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10. Select Rule Action as “Allow”.

Select Rule Action
Specify how pou want this e to respond when the rule conditions are met.

Action to take when rule conditions are met
= Alow
" Deny

< Back I Next > I Cancel |

11. Enter the server information and folder you will be publishing with ISA Server 2004.

New Web Publi

ing Rule Wizard

Select Web Site to Publish
Specify the computer [Web server] on which the ‘Web site is located. You can

publish the entire \Web site or limit access to a specified folder,

Computer hame ar IP address: 192 162.0 42 Browse. I

™ Send the original host header.

Enter the name of the file or folder you want to publish. To include all files and
subfolders within a folder use . Example: folder/™.

Folder | 0

Based on your selection, the following Web site will be published:

Site: [hittpe /2192 163 0 42/

Ta set the site port, open the properties pages for this rule after completing the wizard.

< Back I Next » I Cancel |

12. Enter domain information and folder information for published content.

New Web Publi

Select Public Domain Mame
Specify the public domain name or IP address of the eb zite you are publishing.

Public domain IThis domain hame [type below) j

Only requests for this public name or IP will be forwarded to the
published site.

Iwww rsasecured.com

Folder: |7

Based on your selections, requests sent to this site (host header value)
will be accepted:

Site: Ihllp v, rzazecured. com.d

< Back I Next > I Cancel
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13. Select your Web Listener that will be used for hosting the Web Traffic. Click Edit to configure the
Web Listener for SecurlD Authentication.

New Web Publishing Rule Wizard I
Select Web Listener
The \Web listener specifies the IP addiesses and port on which the 1S4 Server
computer listens for incoming *'eb requests.
‘w/eb Listener:
[External wiek B0 = e |
Listener praperties: Mew.
Property | Value |~
Dezcription
Wehworks Eutemal
Part(HTTF) 0
Part[HTTPS] Disabled ]
Authentication methods
Alwaus suthenticate N j
< Back I Hext > I Cancel |

14. From the Web Listener Properties dialog, click on the Networks tab.
15. Select the networks that the Web Listener will bind to, the selection will only refer to interfaces

that will accept HTTP requests from end user desktops.

External Web 80 Propetties E I

Gereral Metwarks | Preferencesl SecurlD .&uthenticationl

Selected networks for this listener:

Mame | Metwork. | Selected IP: | Address... |

<hExte... Extemal <AllIP addr...
O =&lnter... Intemnal <AllIP addr...
O <%Loc.. LocalHost  <allIP addr..
O <% Peri.. Perimeter <Al P addr...
O =% 0ua.. Ouaramtine.. <allIP addr.
O <5-wPH . WP Clients <Al IP addr..
DﬁA"N... Al AP addr...
O ﬁAII P.. Allewcept... <AlllP addr..

Ok, I Cancel Apply

5 securlD*
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16. Click the Preferences Tab to configure HTTP Port, SSL Port and Authentication options.
17. Click the Authentication button to activate RSA SecurlD as the authentication method.

External Web 80 Properties K I

Generall Metworks  Preferences | SeculD Authenticationl

~HTTP
[¥ Enable HTTP

HTTF port: IBD

550
[~ Enable 551
S5 port: 443

[Certificate: I Select... |

Configure allowed authentication methods:

Authentication... |

Configure advanced properties:

Advanced.. |

ak I Cancel | Apply

18. From the list of authentication methods, select SecurlD.
19. Click “Ask unauthorized users for identification”.
20. Click “OK” to apply changes

Authentication HE

Specify the authentication methods and settings that will be used when
authenticating new clients connecting ko this network,

For information about authentication, see 154 Server help.

IMethod | Description ;l
O ¥ sl certificate

a @ OWA Forms-Based  Implements forms-based {cookie) authenticati
O % rapius Authenticates a user using the RADIUS prokac
ﬁ' SecurID Pravides SecurlD Authentication

4 |

gt

¥ Ask unauthenticated users For identification

- Authentication Servers

Select a default domain For authentication: Select Domain. .. |
Seleck RADIUS servers for authentication: RADIUS Servers... |
Configure OW A Forms-based| authentication: Configure. .. |

[0]4 I Caneel |
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21. To Modify the RSA SecurlD Authentication options click on the SecurID Authentication tab
within the Web Listener properties page.

External Web 80 Properties | 7] I

Generall Networksl Preferences  SeculD Authentication I

— Cookie E=piration Control

Expiration Time: |1 5 Minutes

tanage Domain Configuration |

" Cookies Expire If Mot Used ‘Within the Specified Time
% Cookies &lways Expire After the Specified Time

—Advanced Settings

[™ Prevent Caching of Protected Pages on Clients
[~ Ignore Browser [P Address for Cookie Yalidation
V¥ Use RS&ACE/Server 5.0 Name Locking Feature
¥ Use Separate User Mame and PASSCODE Pages

Authentication for BSA SecurlD bazed on technology from RSA Security Inc.

o= ]

Cancel | Apply |

22. Click “OK” to apply all changes to the Web Listener properties page and continue your Server

Publishing rule configuration.
23. You should now see that the SecurlD authentication method is enabled in the Web Listener.

Click “Next” to continue with the configuration.

MNew Web Publishing Rule Wizard
Select Web Listener

camputer listens for incoming Web requests.

The Web listener specifies the |P addresses and port an which the 154 Server &

‘weh Listener:

Enternal Web 90 4| Edit. |
Listener properties: New

Property | Walue | -

Dresciription

Networks Extemal

PotHTTF) a0

PoitHTTPS) Digabled —

Authertication methods  SecurlD

Aheavs authenticate Yes LI

< Back Mext » Cancel
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24. Add “All Users” to the “User Sets” for this Firewall Rule. This will configure the Firewall rule to
apply this to all users requesting this resource.

New Web Publishing Rule Wizard

User Sets

“t'au can apply the rule to requests from all users. Or, pou can limit access ta &
specific user sets.

Thiz rule applies ta requests fram the following uzer sets:

AII Users Add..
Edit.. |

Fiemove

d

< Back I Mest » I Cancel |

25. Click “Finish” to save the new Web Publishing Rule to the Dashboard.

26. Within the Dashboard, click “Apply” to make changes recognized by the ISA Server and save this

New Web Publishing Rule Wizard

Completing the New Web
Publishing Rule Wizard

“ou have successfully completed the Mew Web Publishing
Rule Wizard. Y'ou created a new "Web Publishing Rule with
the: following configuration:

Marme: -
RS54 Secured

Action:
Allow

Siter
192.168.0.42

Public Mame:

Specified incoming names

Ta cloge the wizard, click Finish.

< Back I Finish I Cancel |

new rule to your Firewall configuration.

A

Apply

Discard To save changes and update firewall policy, click Apply.

5 securlD*
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Test the RSA SecurlD authentication method for Web Listener

1. Opening a web browser from an external web client and pointing the browser to the ISA Server’s
protected resource will prompt you for authentication with the following screen. Enter Username
and or Passcode as directed to login to the ISA Server hosted web content.

E&YAN SecurlID’
A_

RSA SecurID User Name Request

The page you are attempting to access requires you to authenticate using your SecurlD) token

Enter your User Mame in the following field, and then click "Send." If you malce a mistake, use "Eeset’ to clear the field.

Username: I

Resetl
Cancel |

Note:
The RSA SecurlD login screen will be different depending on the RSA name locking functionality you have
selected in the SecurlD Authentication tab within the Web Listener properties page.

Configuration of ISA Server 2004 VPN Connections

Once you have configured the ISA Server as an Agent Host within RSA ACE/Server’s Database
Administration, you must perform the following steps to configure ISA for RSA SecurlD authentication.

e Create Firewall Access Rule for RSA SecurlD Authentication of VPN Users.

¢ Install RSA ACE/Agent 5.6.1 and test connectivity between the RSA ACE/Server and ISA
Server.

e Configure the VPN Server to use the RSA EAP Authentication Method.

Before you begin configuration of the ISA Server or RSA ACE/Agent, you must first create a Firewall
Access Rule to allow communication from the ISA Server to your VPN Client and the RSA ACE/Server
using the RSA SecurlD protocol. This new Access Rule is necessary as your ISA Server has a rule
restricting communication of VPN Clients with internal network resources.

VPN Client Configuration

The ISA Server 2004 VPN Service requires the use of the RSA ACE/Agent 5.6.1 maintenance release for
interoperability. Due to this fact the VPN Client must also have the RSA ACE/Agent 5.6.1 EAP
Component installed for interoperability to take place.

For installation and configuration instructions for VPN Clients, please refer to the RSA ACE/Agent 5.6.1
documentation included in the maintenance release.

Please see the Known issues section at the end of this guide for further information on how to obtain this
maintenance release.
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Create a Firewall Access Rule for RSA SecurlD Authentication

rpwbdPE

Open the ISA Server Management console.

Expand your ISA Server instance and click on Firewall Policy.
From the ISA Server Dashboard Task list choose Create New Access Rule.
Enter the Name of the New Access Rule.

MNew Access Rule Wizard

Microsoft
Internet &
Amlemﬁsgﬁ%m

|

Welcome to the New Access
Rule Wizard

This wizard helps you create a new access e, Access
ules define the action that is taken, and the protocals that
may be used, when specified chients from one netwark.
attempt to access specific destinations or content on

another network.

-- Access wle name:

-- ISecurID Authentication|

To continue, click Nest

< Back I Hest» I

Cancel |

5. Action to take when conditions are met should be set to Allow.

New Access Rule Wizard
Rule Action

if the conditions specified in the rule are met.

Select how client requests for content from the specified destination are dealt with

|

Action to take when rule conditions are met:
& Bllow
" Deny

< Back. I Hext > I

Cancel I

6. On the Protocol selection screen, choose Selected Protocols from the drop down list.
7. Click Add to display the Network Protocol list and expand All Protocols; choose SecurlD.

New Access Rule Wizard

Protocols
Select the protocols this nule applies to.

|

This rule applies to:

Selected protocols

Frotocals:

Edit
Remaove

Poits...

H

Add

< Back I Next > I

Cancel |

5 securlD*
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8. On the next two screens you will be asked to specify the Source and Destination hosts for
your new Access Rule. Select the following objects by clicking the Add button and expanding
the Networks container.

Access Rule Sources Access Rule Destinations
Select: Local Host Select: Internal and VPN Clients
T T e | (A R~ ||
Access Rule Sources Access Rule Destinations
Thiz rule will apply to traffic originating from the zources specified in thiz page. Thiz rule will apply to traffic sent from the ule sources to the destinations zpecified
in thiz page.
This rule applies ta traffic from these sources: Thiz rule applies to traffic sent ta these destinations:
D hdd., EaT— pdd.
VPN Clients
Edit. | 2 & Ed..
Remove | Bemove
< Back I Hest» I Cancel | < Back I Next > I Cancel |

9. When prompted to select User Sets for this Access Rule, leave the default value of All Users.

New Access Rule Wizard I

Uszer Sets
“Y'ou can apply the rule to requests fram all users. Or, you can limit access to
specific user sets

Thig rule applies to requests from the following uzer sets:

(&AII Users

Add...
Edit... |

Eemaove

< Back I Mext > I Cancel |

10. Review your settings and click Finish to save this Access Rule to your ISA Firewall Console.
11. Within the Dashboard, click “Apply” to make changes recognized by the ISA Server and save
this new rule to your Firewall configuration.

if.}_ Apphy Discard To save changes and update firewall policy, click Apply.
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Configure Agent and test connectivity with the RSA ACE/Server

In order to configure RSA SecurlD Authentication for ISA Server 2004 VPN Users, you must install and
configure an RSA ACE/Agent on the ISA Server and VPN Client. The Agent installs the RSA Security
EAP provider to be used by the Microsoft RRAS Service and VPN Client application for authentication
and VPN session establishment.

Note:

The ISA Server 2004 VPN functionality was tested and certified using a patched version of the RSA
ACE/Agent 5.6 software. To obtain the RSA ACE/Agent 5.6.1 maintenance build, please contact RSA
Security Customer Support and reference tst00040883.

Installation of the RSA ACE/Agent 5.6.1 on ISA Server 2004

1. |Install the RSA ACE/Agent 5.6.1 following prompts.
2. When prompted for Component information, choose Remote Access Authentication (Server) and
RSA EAP Client. Common Shared Files will be selected by default.

Select Components |

Select the components pou warntk ta inztal, clear the components
wou do not want ta ingtall.

Components
| ] Local Access Authentication (Client] 0k -
|1 Securld Challenge before Logo
Remoate Access Authentication 124K
FSa E4AP Client 529K
Common Shared Files 1406 K. LI
— Description
This component enables Remaote Access m
Authentication with BS54 ACE Agent. Select
thiz component if this machine will act as an
RRAS server.
Space Required: 4062 K.
Space Available: 2096832 K.

< Back | Mext > | Cancel |

3. Continue through prompts and provide your sdconf.rec file from your RSA ACE/Server.
4. You must reboot your ISA Server once the installation has completed.
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Configure and test connectivity with the RSA ACE/Server

To test communication or test authentication with your RSA ACE/Server, run the sdtest.exe utility. This
utility is included in your RSA ACE/Agent installation and can be accessed through the Start Menu as

shown below.

1. From the Start Menu, expand RSA ACE/Agent - Test Authentication.
2. In RSA SecurlD Authentication Information dialog box, click RSA ACE/Server Test Directly.

—FR5& ACE/Server Limits
Caonfiguration Version: 12
DES Enabled:
Client Reties: &
Client Timeout: &

& RSA SecurID Authentication Information

— RS54 ACE Servers

=101 ]

[10.100.50.36)
[10.100.50.35)

Service:
Protocal:
Part Murnber:

— RS54 ACE /Server Static [nformation——

zecurnd

ps037 zecurtydynamics. cam(10.100 50.37]

udp

il

5500 |

— RS54 ACE /Server Dynamic Information
Server Releaze:

Communication: 5

FiSA ACE Semer Test Directy

MAA

FHEs SCE/Sener Test By Erasmy |

RSa ACE/Server Statug...

3. In RSA SecurlD Authentication, type the User Name and the PASSCODE in appropriate fields.

R5h SecurlD Authentication |
SecorlD
| Choose Taken: [Rs4 SeculD Card i

—RSa& SecurlD Card

| Enter User Name : I.&dministratori

Enter your PASSCODE ta authenticate with pour
SeculD card,

| Enter FASSCODE: I

Cancel |

4. Your first successful authentication will create the Node Secret within the Registry of your ISA
Server. Once the Node Secret has been created, you must manually restart your Microsoft
Firewall Service to load this into memory. As you will be restarting the Microsoft Firewall Service
in the next step, you do not need to do so at this time.

N securip’
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5. Open the RSA ACE/Agent Control Panel application and select the Remote tab.
6. Enable the following Routing and Remote Access will use RSA EAP.

Mair

Remate | Advanced I

™ Use post-dial terminal based authentication
¥ Fouting and Remote Access will use RSA EAP
~ Challenges All ser

— Dption:
™ Do Mot Besolve Usemame in Event Log Messages

I™ | Enable "lnyvalid Usemame" Prompt During Suthentication
™ Send Domain with Lsemame to RS54 ACE /S erver

™ Conwert Fully Qualiied User Names
— Damair Promgt

I™ | Wisable Prompting for Demeait Hame

[efault Domain: I

— Logan Greeting

¥ Enable Logon Gresting

SecurIl Challengedl ;I
-
Al 2

RSA ACE/Agent for Windows HE I

0k I Cancel | Apply | Help

7. Restart your Microsoft Firewall Service to apply changes. Restarting your Microsoft Firewall
Service will also restart your Routing and Remote Access Services as well.

Configure the ISA Server VPN Service

The VPN Server is configured in two different steps. For the following steps you will need access to both
the ISA Management Console as well as the MMC interface for the Routing and Remote Access Service.

AS VPN connectivity via Password authentication is a pre-requisite for this configuration, some of the
following steps may have already been completed. You should verify the configuration is complete as

follows.

1. Open ISA Server Management and select Virtual Private Networks (VPN).

; ¥PN Clients ;Remute Sites Y

I3
3

5+

Configure YPN Client Access

This page helps you define and configure how clients access the corporate netwark

using a wirtual private network (WPR) connection.

Verify that ¥PN Client Access is Enabled

Allow remote clients ko connect to the network using a ¥PN connection.

Specify windows Users or select a RADIUS Server

Specify the Windows users (domain groups) allswed WP access or, i using
RADIUS authertication, select the RADIUS authentication server,

Verify VPN Properties and Remote Access Configuration

Verify thak YPN properties, such as protocols and aceess points, are defined
according to your network requirements.

View Firewall Policy for the ¥PN Clients Network

Verify that Firewall Policy rules for the YPN Clients Network are defined in
accordance with your network and corporate security requirements,

View Network Rules

VeriFy that the rules specifying network relationships between the VPN Clients
Network and other networks, such as Internal, are defined according o your
network requirements

5 securlD*
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2. Select Verify that VPN Client Access is Enabled.
3. Verify that VPN Client Access is enabled and click OK to save changes.

YPN Clients Properties

General | Glouns' Pratocols' User Mappingl

Marimum number of ¥PN clients allowed:

e

’TI Cancel | Apply |

4. Proceed to the next step and choose Specify Windows Users.
5. Select your local or domain user group that will be allowed VPN access. Your RSA SecurlD
users should be members of the Local or Domain Group listed in this dialog.

¥PN Clients Properties HE I

General  Groups | Protocnlsl User Mappingl

Select the domain groups for which remote access iz allowed:

Mamespace | Group | Domair | Add...
B wWindows VPN Users PS096

Bemove

L] User accounts belonging to these domain groups should have

1 WPM access [diakin options] set ta "'Contral access through
remate access policy." If this aption iz not available, select
“allow Access

0.4 I Canicel Lpply
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6. Next select, Remote Access Configuration.

7.

12.

10.
11.

In the configuration dialog, select the Authentication Tab and make sure that Extensible

Authentication Protocol (EAP) is the only method selected.

Next Confirm that your Firewall Policies and Network Rules are configured to allow your VPN

¥irtual Private Networks (¥PN) Properties HE I

Access MNetworks I Address Assignment  Authentication IRADIUS I

i~ Authentication methods

Select the authentication methods used when the remote site gateway
of the remaote VPN client initiates a connection to 154 Server,

I Microsoft encrypted authentication version 2 (M3-CHAPY2)

E£xtensible authentication protocol (EAP) with smatt card or other :

ertificate (154 Server must belong ko a domain).

Use the protocols below only for YPM clients running on Windows 98 or
‘Windows NT 4.0 that do not have the latest YPM client software
installed.

I~ Microsoft encrypted authentication (MS-CHAR)
™ Encrypted authertication (CHAR). Requires reversible passwords.

Shiva password authentication prokocal (SPAP), Requires reversible
passwords,

I~ Unencrypted password (PAP). Requires reversible passwords,

™ Allow custom IPSec policy For L2TP connection

Pre-shared kev: I

[o]:4 I Cancel | Apply

Clients access to your internal network. As your VPN environment should already be in a working
state, no changes should be necessary at this time.

Within the ISA Server Dashboard, click “Apply” to make changes recognized by the ISA Server

and save this new rule to your Firewall configuration.

A

Apply

Discard | To save changes and update firewall policy, click &pply.

Open your Routing and Remote Access Administration Console.

Right click on your server object and select Properties.
After selecting the Security Tab, Verify that the Windows Authentication provider is selected and
then click on Authentication Methods.

PS096 (local) Properties I
General Security | P | PRP I LUggingl

The authentication provider validates credentials for remote access clients

and dernand-dial routers

Authentication provider.

Windows Authentication

The accounting provider maintaing a log of connection requests and
TE3TIANS.

Accounting pravider:

<Mane> ﬂ Lorfigure |

The custom IPSec policy specifies a pre-shared key for L2TP connections.

The Raouting and Remote Access service should be started to set this
optian.

[~ Allow custom IPSec policy for L2TP connection

Pre-shared Key:

ﬂ Configure. . |

Ok Cancel Lipply
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12. In the Authentication Methods make sure that only Extensible Authentication Methods (EAP) is
checked. You can also verify that the RSA Security EAP Provider is installed correctly by clicking

the EAP Methods button.

Authentication Methods I

The server authenticates remote systems by using the selected methods in
the order shown below.

v Estensible authentication protocal [EAP

EAP Methods... |

[T Microzoft encrypted authentication verzion 2 (M5 -CHAP 2]
[T Microzaft encrypted authentication (M5 -CHAP)

[ Encrypted authentication [CHAP]

[T Shiva Pazsword Authentication Protocol [SPSF)

[T Unencrypted pazsward [PAP)

Unauthenticated access
’7 [T Allow remake zpzters bo connect without authertication

ak I Cancel

13. Click OK to save changes.

EAP Methods [ 7] I

The Extensible Authentication Protocol [EAP) extends the authentication
methods available for Point-to-Point Protocol (PPP) connections.

EAP methods are configured through remote access policies. This server
haz the following EAP methods installed.
Methods:

M D5&-Challenge
Protected EAP [PE
rity E 2

14. From the Routing and Remote Access Administration Console, select Remote Access Policies.
15. On the right side of the screen, right click ISA Server Default Policy and select Properties.

16. From the settings dialog, select Edit Profile.

17. Click the Authentication Tab and uncheck all options. Then select EAP Methods.
18. When Selecting EAP Providers, your selection box will initially have no listing. Add the RSA

Security EAP Provider by clicking Add.

Edit Dial-in Profile EHE
Diakin Constraints | IF | Multink |
Authentication | Encryption I Advanced

Select the authentication methods you want to allow for this connection.

™ Microsoft Encrypted Authentication version 2 [MS-CHAP v2)
™| Wser can chanae password|after it has expired

™ Microsoft Encrypted Authentication (MS-CHAP)
™| Wser can change password|after it has expired

™ Encrypted authentication [CHAP)

™ Unencrypted authentication [PAP. SPAP)

Unauthenticated acce:

r Allow clients to connect without negatiating an authentication
method.

QK | Cancel | Lpply

19. Click OK to save changes.

|
Select EAP Providers EHE
EAP types are negotiated in the order in which they are listed.

EAP types

[fave Up |
ove Down |

Add.. Edit...

Bemove |

o]

Caticel
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7. Certification Checklist

Date Tested: September 24, 2004

Product Tested Version
RSA ACE/Server 5.2
RSA Authentication Manager 6.0
RSA ACE/Agent 5.6.17
ISA Server 2004
(*) See Known ISSues
Test ACE RADIUS
1° time auth. (node secret creation) |I| |:|
New PIN mode:
System-generated
Non-PINPAD token P N/A
PINPAD token P N/A
User-defined (4-8 alphanumeric)
Non-PINPAD token P N/A
Password P N/A
User-defined (5-7 numeric)
Non-PINPAD token P N/A
PINPAD token P N/A
Software token P N/A
Deny 4 digit PIN P N/A
Deny Alphanumeric P N/A
User-selectable
Non-PINPAD token P N/A
PINPAD token P N/A
PASSCODE
16 Digit PASSCODE P N/A
4 Digit Password P N/A
"Pin-less" TokenCode P N/A
Next Tokencode mode
Non-PINPAD token P N/A
PINPAD token P N/A
Software Token API Authentication
New PIN mode N/A N/A
8 Digit PIN with 8 Digit TokenCode N/A N/A
Failover P N/A
User Lock Test (RSA ACE Lock P
Function)
No RSA ACE/Server P N/A
EF Pass, Fail or N/A (N/A=Non-available function)
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8. Known Issues

ISA Server 2004 compatibility with the RSA Security EAP Agent

1. Due to a known issue with the RSA ACE/Agent 5.6 EAP Component. The ISA Server 2004 VPN
functionality was tested and certified using a patched version of the agent software.

To obtain the RSA ACE/Agent 5.6.1 maintenance build, please contact RSA Security Customer
Support and reference tst00040883.

Troubleshooting communication with the RSA ACE/Server

If you receive an Access denied message, then check the Event viewer for the following error information.

1. "RSA ACE/Server is not responding”
If the error information details that the ISA Server is unable to communicate with the RSA
ACE/Server, check that the RSA ACE/Server services are started and functioning correctly.

2. “Multi-homed host detected; Primary IP assumed is X.X.x.X."
If x.x.x.x is not the IP address on the ISA Server computer which is used to communicate with the
RSA ACE server, you may need to add a registry value to change the communication address of
the ISA Server. For more information on this workaround, please contact RSA Security
Customer Support.

3. Persistent “Node Verification Failures”
A registry permissions issue has been reported where the ISA Server is not able to access the
node secret information from the Windows System Registry. In order to correct this problem, you
must modify the permissions on the following Registry Key:
<HKEY_LOCAL_MACHINE\SOFTWARE\SDTI>

For Windows 2000 — Add Read/Write Permissions for “Local System”
For Windows 2003 — Add Read/Write Permissions for “Network Service”

All Permission changes should be such that child nodes will inherit these changes.
Additional software required for installation of ISA Server 2004

These patches are required for installation on Windows 2000 platforms only. This information is current
as of the publishing of the document. Please verify current requirements with Microsoft before attempting
the installation and configuration of the ISA Server 2004 software.

Software Version (Patch-level)
Internet Explorer 6.0 or later
Microsoft Hot Fix Q821887 Windows 2000 Only
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http://support.microsoft.com/default.aspx?scid=kb;en-us;821887
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