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The Big Picture

RSA has joined forces with CSC,
combining the premier provider of
security solutions for business
acceleration with the single largest
independent IT services company,
to protect what should be your
most important company asset —
information. Together, we help
enterprises reduce risk through
protecting the integrity and
confidentiality of that information.
Combining best-in-class services
and technology, our unique,
integrated solutions turn
information — its use, access and
storage — into competitive
advantage.

R

The Security Division of EMC

Today’s enterprise faces orchestrated, intelligent threats that
must be handled by an integrated and fully coordinated
security approach, extending throughout and across the
business. Compliance with new regulations is an adaptive,
integrative process, thoroughly ingrained into daily
operations. And decision-makers are used to assessing
operational risk levels continually, using current and in-
depth intelligence.

Our clients are forced to understand and balance the risks to
their business and translate those risks to enterprise policy
and priorities, competing for scarce resources to provide
protection that is measurable, compliant and improves
performance.

Combining the premier provider of
security solutions for business
acceleration with the single largest
independent IT services company



How Can Businesses Turn Information Use,
Storage and Access into Advantage?

RSA and CSC deliver integrated solutions to help
businesses turn information — its use, access and storage —
into competitive advantage. Our solutions solve complex
compliance and security challenges by applying leading
technology and integrated services to help clients manage
risk and optimize operations across the business.

Our approach takes a business-focused view to prioritize
risk and apply the appropriate protection to ensure your
information is secure across its entire lifecycle. We begin
with a baseline of existing security measures and
requirements to establish a solution and program designed
to improve security and manage risk specifically for your
business. In addition, CSC has a number of short-term
assessments available to identify a snapshot of existing
vulnerabilities and compliance challenges. CSC’s lead
information risk managers coordinate all security service
delivery for clients and are dedicated to managing the
security program. Together, RSA and CSC combine the
business expertise of these lead information risk managers
with specific service offerings powered by RSA’s best-in-
class technology in a cohesive, enterprise-wide security
program. We offer industry-leading solutions in identity
assurance and access control, compliance and security
information management. Our solutions comprise four key
areas:

— Assessing and Managing Risk

Managing Access

— Securing the Infrastructure

Achieving and Maintaining Compliance

A business-focused view to prioritize
risk and apply the appropriate
protection to ensure that information
is secure across its entire lifecycle
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Why Manage Security
with RSA?

After a rigorous selection process
and testing of various solutions,
CSC chose RSA for its proven
ability to meet clients’ business
requirements including:

e Scalability: RSA can support an
indefinite number of devices
and events per second.

e Extensibility: The RSA solution
can connect a wide range of
devices and a wide range of
server types.

e Predictability: The RSA solu-
tion uses a proprietary data-
base technology suitable to a
large volume of records being
inserted as occurs in security
monitoring.

e Agent-less operation: The RSA
solution does not use agent
software on the target devices
and servers. Agents are dis-
ruptive to deploy and main-
tain; they also take host cycles
and represent a security risk in
their own right.

e Ease of implementation: The
RSA solution takes less effort
to set up, especially with
respect to the log database.
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Dedicated Solutions

Protect access to information. Assuring the identities of
users requesting access is a core element of any security
initiative. CSC’s Managed Authentication Service leverages
RSA SecurlD® authentication, a time-synchronous, two-
factor authentication solution that provides strong
protection against unauthorized access. Today, CSC’s
service supports users in 57 countries on three continents,
providing protection on many different platforms and
technologies ranging from mainframe to desktop and from
remote access services to SAP.

Simplify audit and compliance efforts by knowing who has
accessed, changed or updated systems across a complex
and dynamic environment. CSC’s Audit Log Assurance

ACHIEVING COMPETITIVE ADVANTAGE WITH CSC AND RSA

BusINESS CHALLENGES

service ensures all vital network and system logs are

centrally stored, correlated and analyzed by our team of
security experts to lower the total cost of ownership and
increase our clients’ ability to track infrastructure resources
across the enterprise. RSA enVision® technology helps CSC
teams locate, analyze and simply and effectively analyze log
data — and report on any impacts to business, saving
precious time and improving our ability to manage risk with
our clients.

Fortify your environment, reduce exposure to threats and
attain security intelligence to continuously improve security
via a true, enterprise-wide intrusion prevention lifecycle.
Integrated Security Information and Event Management from
CSC builds upon RSA’s enVision technology and CSC’s Audit
Log Assurance solution to optimize security management to
deliver a greater return on security investments and
demonstrate provable security to management and auditors.

BENEFITS OF SECURE INFORMATION MANAGEMENT

Information and data volumes bog down Faster, more agile ability to respond to business-critical needs or opportunities

back-end systems

Enhance Security & Mitigate Risk - Increase security effectiveness with baselined alerting and on-demand analysis of network

alerting solution

activity for security breaches
- Real-time as well as historical security and compliance analysis and a powerful reporting and

- Improved ability to respond cost-effectively to potential security and organizational risks

- Central log archive that stores information for defined periods

- Visibility through access to real-time events, correlation of events across device types and
alerts against baseline anomalies and unusual privileged user activity

Simplify Compliance - Protect intellectual property through verification of security policies and privileged user access

Inability to determine who, what, when

. - roblems
and where information is accessed: P

preventing compliance
promoting possible data loss

creating possible security
breach/incident

— Ease passing of audits through establishment of sufficient audit trails to address threats or

— Improve shareholder and business partner (supplier, etc.) confidence by meeting regulatory
requirements and satisfying reporting/monitoring requirements under government and industry
compliance regulations such as GLBA, Sarbanes-Oxley, HIPAA and PCI

Optimize IT and Network Operations | — Increase efficiency

- Optimize performance

- Centralize management — aggregation and analysis of events from many systems including
network, security, host, application and storage layers across the enterprise, which lowers total
cost of ownership and increases clients’ ability to track infrastructure resources

Proceeding with Digital Investigation | = Enables evidence collection in response to an incident by enabling the digital chain of custody

in Response to an Incident with unaltered log data for data retention and forensic requirements
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Find out how you can benefit today from CSC and RSA’s

unwavering focus on protecting the integrity and
confidentiality of your information to improve competitive
advantage.

Our partnership brings together the best of technology for
security event, threat and log management, and access
control along with world-class service excellence and
expertise to ensure your operations are effectively and
securely managed. Find out more about how we deliver
benefits you can profit from, such as:

— Improved visibility and access control across your
operating environment, wherever information can be
found

— Increased operational control to ease audit and
compliance concerns

— Robust infrastructure security from the board room to the
data center to manage both operational risk and security
operations

— Solutions that scale from the most complex global
operating environment to point solutions for your
national business or regional office

— Improved time-to-market and fewer disruptions or less
down-time by leveraging our proven solution expertise
and security skill sets to augment in-house personnel

— Higher levels of compliance while lowering the overall
cost of deploying these integrated services

Together, our team of experts will strengthen your ability to
manage risk and secure information. Find out how we can
help you today.
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About CSC

CSCis a global leader in providing technology enabled
business solutions and services. Our purpose is to deliver
innovative business and technology solutions that help our
commercial and government customers worldwide achieve
what they want most — results.

About RSA

RSA, The Security Division of EMC is the premier provider of
security solutions for business acceleration. We help the
world’s leading organizations succeed by solving their most
complex and sensitive security challenges.

Bringing together the best
technologies for security event,
threat and log management, and
access control, along with world-
class service excellence



